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DETAILED ACTION 

Response to Amendment 

1 . This action is responsive to communications: application, filed 02/01/2005; 
amendment filed 08/26/2008. 

2. Claims 1-18 are pending in the case. Claims 1-18 are amended by applicant. 

3. The amendment to claims 15-18 have been entered, reviewed and found to 
obviate previously raised rejection under 35 U.S.C. §101 . Rejection is hereby 
withdrawn. 

4. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 



Response to Arguments 

5. Applicant's arguments filed on 08/23/2008 have been fully considered but are not 
persuasive. 

6. Applicants contend Akachi fails to teach or suggest "a first terminal configured to 
encrypt a payload of a broadcast frame and to transmit the broadcast frame; and a 
second terminal configured to receive the broadcast frame and to decode the payload of 
the broadcast frame using a broadcast encryption key assigned to the first 
terminal, and the second terminal is configured to decode the payload of the broadcast 
frame using the broadcast encryption key assigned to the first terminal," the 
examiner respectfully disagree. The non-final office action previously presented points 
that Akachi discloses a first terminal configured to encrypt a payload of a broadcast 
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frame and to transmit the broadcast frame (a transmitter encrypts the broadcast data, 
col. 1, lines 24-25); and a second terminal configured to receive the broadcast frame 
and to decode the payload of the broadcast frame (the subscribers decode the received 
encrypted signals using the private key, col. 1, lines 26-28), where in the first terminal is 
configured to encrypt the payload of the broadcast frame using a broadcast encryption 
key assigned to the first terminal (a private key is given in advance, col. 1 , line 23), and 
the second terminal is configured to decode the payload of the broadcast frame using 
the broadcast encryption key assigned to the first terminal (the subscribers decode the 
received encrypted signals using the private key, which permits only those subscribers 
who have contracted for reception to watch and listen to the broadcast, col. 1, lines 25- 
29). 

7. The Examiner considers the word payload equivalent to broadcast data and 
further Examiner interprets encryption data equivalent to encrypt the broadcast data and 
it's the same data that has been used by second terminal to decode the broadcast data 
encrypted by first terminal. 

8. Akachi discloses "In the common key cryptosystem, a row of codes that comprise 
a decryption key and correspond to an encryption key is given to a subscriber A by 
some method. Data is encrypted for distribution using the encryption key. The encrypted 
data is designed to make it hard to derive the encryption key, decryption key or the 
original data... non-subscribed user B cannot accurately restore the original data even if 
the user B receives the encrypted data. ..user A can restored data the original data by 
decrypting the encrypted data using the decryption key", col. 2, lines 40-53. The 
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encryption key assigned to the first terminal is the same key that is used to decrypt the 
broadcast data and Akachi further discloses "The transmission processing device 13 
stores an encryption key correspondence table which holds the Media Access Control 
(MAC) addresses, namely the identification numbers corresponding to the respective 
information processing devices 22, and which holds the private keys that correspond to 
each of the MAC addresses. Using the encryption key correspondence table, the 
transmission processing device 13 encrypts the read data using a private key that 
matches the MAC address of an information processing device 22 that is the 
transmission destination", col. 5, lines 58-67. Therefore, applicant's argument to 
traverse the rejections based on Akachi is moot. 

Claim Rejections - 35 USC § 102 

9. Akachi discloses a first terminal configured to encrypt a payload of a broadcast 
frame and to transmit the broadcast frame (a transmitter encrypts the broadcast data, 
col. 1, lines 24-25); and a second terminal configured to receive the broadcast frame 
and to decode the payload of the broadcast frame (the subscribers decode the received 
encrypted signals using the private key, col. 1, lines 26-28), where in the first terminal is 
configured to encrypt the payload of the broadcast frame using a broadcast encryption 
key assigned to the first terminal (a private key is given in advance, col. 1 , line 23), and 
the second terminal is configured to decode the payload of the broadcast frame using 
the broadcast encryption key assigned to the first terminal (the subscribers decode the 
received encrypted signals using the private key, which permits only those subscribers 
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who have contracted for reception to watch and listen to the broadcast, col. 1 , lines 25- 
29). 

10. With respect to claim 2, Akachi discloses an encryption-key management list 
table having at least an encryption-key management list including a set of a terminal 
identifier of the first terminal and the broadcast encryption key assigned to the first 
terminal (The device 113 includes an encryption key table storage unit 1 13A for storing 
an encryption key table in the form of a diagram oriented to the encryption key assigned 
to each MAC address, col. 13, lines 16-19); means for searching the encryption-key 
management list table based on the terminal identifier of the first terminal included in an 
origination-terminal identifier of the received broadcast frame to extract the 
corresponding broadcast encryption key assigned to the first terminal (When it is 
necessary to encrypt the data located in the payload, such as for an IP packet, the 
transmission processing device 113 retrieves an encryption key assigned to the MAC 
address of the terminal 124s for arrangement within the section header. The encryption 
key is retrieved from the encryption key table stored in the encryption key table storage 
unit 113A and is used to encrypt an IP packet arranged in the payload of that section, 
col. 13, lines 36-44); and means for decoding the payload of the broadcast frame using 
the extracted broadcast encryption key assigned to the first terminal (the decoding unit 
34 refers to a key table 37, using the MAC address of the information processing device 
22, to obtain a decoding key from the key table 28. The decoding unit 34 then decodes 
the data stream D31 using the decoding key and supplies the resultant decoded data 
D34 to the checker 35, col. 6, lines 47-52). 
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1 1 . With respect to claim 3, Akachi discloses a generated-key table configured to 
store the broadcast encryption key assigned to the first terminal (key table, fig. 2, 
element 37); means for encrypting the payload of the broadcast frame using the 
broadcast encryption key assigned to the first terminal stored in the generated-key table 
(When it is necessary to encrypt the data located in the payload, such as for an IP 
packet, the transmission processing device 113 retrieves an encryption key assigned to 
the MAC address of the terminal 124i for arrangement within the section header. The 
encryption key is retrieved from the encryption key table stored in the encryption key 
table storage unit 1 13A and is used to encrypt an IP packet arranged in the payload of 
that section, col. 13, lines 36-44); and means for transmitting the encrypted broadcast 
frame (A transmitter encrypts the broadcast data, using the private key, and transmits 
the data via a satellite, col. 1 , lines 24-26). 

12. With respect to claim 4, Akachi discloses a terminal comprising: an encryption- 
key management list table having at least one encryption-key management list 
comprising a set of a terminal identifier of a different terminal and a broadcast 
encryption key assigned to the different terminal (key table, fig. 2, element 37); means 
for searching the encryption-key management list table for the encryption-key 
management list including an origination-terminal identifier of a received broadcast 
frame to extract the corresponding broadcast encryption key (wherein a table is 
searched to determine whether said read address indicates that said portion of said 
received data is intended for said group or is intended solely for said respective one of 
said plurality of processing devices, and when said portion of said received data is 
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encrypted, said table is again searched to locate said stored address that coincides with 
said read address and then a decryption key corresponding to said stored address is 
retrieved, said decryption key being retrieved only when a stored value associated with 
said decryption key indicates that said decryption key is in a valid state, col. 22, lines 
37-47); and means for decoding a payload of the broadcast frame using the extracted 
broadcast encryption key (When it is necessary to encrypt the data located in the 
payload, such as for an IP packet, the transmission processing device 113 retrieves an 
encryption key assigned to the MAC address of the terminal 1 24j for arrangement within 
the section header. The encryption key is retrieved from the encryption key table stored 
in the encryption key table storage unit 11 3A and is used to encrypt an IP packet 
arranged in the payload of that section, col. 13, lines 36-44). 
1 3. With respect to claim 5, Akachi discloses an encryption-key management list 
table having at least one encryption-key management list configured to store a unicast 
encryption key between said terminal and a different terminal and a broadcast 
encryption key assigned to the different terminal in association with a terminal identifier 
of the different terminal (key table, fig. 2, element 37and col. 13, lines 16-19); means 
for, when a destination-terminal identifier of a received frame is a broadcast address, 
searching the encryption-key management list table for the encryption-key management 
list including an origination-terminal identifier of the frame to extract the corresponding 
broadcast encryption key as an encryption key, and when the destination-terminal 
identifier of the received frame is other than a broadcast address, searching the 
encryption-key management list table for the encryption-key management list including 
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an origination-terminal identifier of the frame to extract the corresponding unicast 
encryption key as the encryption key (col. 22, lines 37-47); and means for decoding a 
payload of the frame using the extracted encryption key (col. 13, lines 36-44). 

14. With respect to claim 6, Akachi discloses a generated-key table configured to 
store a broadcast encryption key assigned to said terminal (key table, fig. 2, element 
37and col. 13, lines 16-19); means for encrypting a payload of a broadcast frame using 
the broadcast encryption key (col. 1 , lines 24-25); and means for transmitting the 
encrypted broadcast frame (col. 1 , lines 24-26). 

15. With respect to claim 7, Akachi discloses a generated-key table configured to 
store a broadcast encryption key assigned to said terminal (key table, fig. 2, element 
37and col. 13, lines 16-19); an encryption-key management list table having at least one 
encryption-key management list configured to store a unicast encryption key between 
said terminal and a different terminal in association with a terminal identifier of the 
different terminal (The transmission processing device 13 stores an encryption key 
correspondence table which holds the Media Access Control (MAC) addresses, namely 
the identification numbers corresponding to the respective information processing 
devices 22, and which holds the private keys that correspond to each of the MAC 
addresses, col. 5, lines 58-63); means for, when a frame to be transmitted is a 
broadcast frame, encrypting a payload of the broadcast frame using the broadcast 
encryption key of the generated-key table, and when the frame to be transmitted is a 
unicast frame, searching the encryption-key management list table for the encryption- 
key management list including a destination-terminal identifier of the unicast frame to 
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encrypt a payload of the unicast frame using the corresponding unicast encryption key 
(col. 22, lines 37-47); and means for transmitting the encrypted frame (col. 1 , lines 24- 
26). 

16. With respect to claim 8, Akachi discloses means for encrypting a terminal 
identifier and a broadcast encryption key of the terminal using a unicast encryption key 
assigned to a transmission-destination terminal (a transmitter encrypts the broadcast 
data, col. 1, lines 24-25); and means for transmitting the encrypted terminal identifier 
and broadcast encryption key of the terminal to the transmission-destination terminal (A 
transmitter encrypts the broadcast data, using the private key, and transmits the data 
via a satellite, col. 1 , lines 24-26). 

17. With respect to claim 9, Akachi discloses an encryption-key management list 
table having at least one encryption-key management list configured to store a 
broadcast encryption key of a different terminal in association with a terminal identifier 
of the different terminal (col. 5, lines 58-63); means for encrypting the encryption-key 
management list using a unicast encryption key assigned to a transmission-destination 
terminal (encrypts the broadcast data, col. 1 , lines 24-25); and means for transmitting 
the encrypted encryption-key management list to the transmission-destination terminal 
(col. 1, lines 24-26). 

18. With respect to claim 10, Akachi discloses means for receiving a terminal 
identifier and a broadcast encryption key of a different terminal from the different 
terminal (fig. 7, element 107); means for encrypting the terminal identifier and the 
broadcast encryption key of the different terminal using a broadcast encryption key 
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assigned to the terminal (encrypts the broadcast data, col. 1, lines 24-25); and means 
for broadcasting the encrypted terminal identifier and broadcast encryption key of the 
different terminal (col. 1, lines 24-26). 

1 9. With respect to claims 1 1 and 1 5, Akachi discloses searching the encryption-key 
management list table for the encryption-key management list including an origination- 
terminal identifier of a received broadcast frame to extract the corresponding broadcast 
encryption key (the decoding unit 34 searches the key table, line by line, using the 
expression (1), and determines whether a MAC address exists that coincides with the 
register MR of the key table, col. 10, lines 26-30); and decoding a payload of the 
broadcast frame using the extracted broadcast encryption key (the subscribers decode 
the received encrypted signals using the private key, which permits only those 
subscribers who have contracted for reception to watch and listen to the broadcast, col. 
1, lines 25-29). 

20. With respect to claims 12 and 16, Akachi discloses encrypting a payload of the 
broadcast frame using the broadcast encryption key assigned to said terminal stored in 
the generated-key table (a transmitter encrypts the broadcast data, col. 1 , lines 24-25); 
and transmitting the encrypted broadcast frame (transmits the data, col. 1 , lines 24-26). 

21 . With respect to claims 13 and 17, Akachi discloses receiving a terminal identifier 
and a broadcast encryption key assigned to a first terminal that are encrypted using a 
unicast encryption key between the first terminal and the second terminal (fig. 7, 
element 107); decoding the encrypted terminal identifier and broadcast encryption key 
assigned to the first terminal using the unicast encryption key (the subscribers decode 
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the received encrypted signals using the private key, col. 1, lines 25-29); encrypting a 
terminal identifier and a broadcast encryption key of the second terminal using the 
unicast encryption key (encrypts the broadcast data, col. 1 , lines 24-25); and 
transmitting the encrypted terminal identifier and broadcast encryption key assigned to 
the second terminal to the first terminal (A transmitter encrypts the broadcast data, 
using the private key, and transmits the data via a satellite, col. 1 , lines 24-26). 
22. With respect to claims 14 and 18, Akachi discloses receiving a terminal identifier 
and a broadcast encryption key assigned to a first terminal that are encrypted using a 
unicast encryption key between the first terminal and the second terminal (fig. 7, 
element 107); decoding the encrypted terminal identifier and broadcast encryption key 
assigned to the first terminal using the unicast encryption key (the subscribers decode 
the received encrypted signals using the private key, col. 1, lines 25-29); encrypting the 
terminal identifier and the broadcast encryption key assigned to the first terminal using a 
broadcast encryption key of the second terminal (encrypts the broadcast data, col. 1, 
lines 24-25); and transmitting the encrypted terminal identifier and broadcast encryption 
key assigned to the first terminal to a third terminal (A transmitter encrypts the 
broadcast data, using the private key, and transmits the data via a satellite, col. 1 , lines 
24-26). 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later 

than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to SHAHROUZ YOUSEFI whose telephone number is 
(571) 270-3558. The examiner can normally be reached on Monday-Thursday 9:00- 
5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

IS. YV 

Examiner, Art Unit 2432 



/Benjamin E Lanier/ 

Primary Examiner, Art Unit 2432 



